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A SAFE LEARNING ENVIRONMENT FROM CYBER BULLYING



o ltisanintentional abusive behavior of a person who targets
a person over the Internet using electronic devices such as
computers, smartphones, and tablets by sending a true or
false comment or sharing a picture of the victim with the
aim of: insulting, or humiliating, or / and extortion, or / and
intimidation, Or / and harassment.

= Cyberbullying differs from other types of bullying, as it is
often from one person to several people, and the impact of
electronic bullying on the victim is frequent that he/she

= receives several negative comments because of one image.
The target of cyberbullying may be a student, teacher or any

of the school environment workers.




FAKE SITES /

CELLPHONE ACCOUNTS
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= Start a fight through the electronic means / platforms.

= Harassment, such as sending obscene or dating
messages.

= Defamation and ruining reputation of the individual.

= Fraud.

= Disclosure of secrets.

= Electronic threat.

= Electronicignoring and excluding the individual.

= Electronic tracking and stalking.
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STEPS THE STUDENT TAKES TO REACHA

SAFE LEARNING ENVIRONMENT
FROM CYBERBULLYING




HOW DO | CONTRIBUTE TO MAINTAINING
A SAFE EDUCATIONAL ENVIRONMENT
FREE FROM CYBER BULLYING?

Respect the cultural, gender,

2 intellectual and religious
differences of others while using
social media.

Comment on others' messages
and photos with positive
comments on social media.

Use your own account only in all

1 programs and social media, and not I e Ly 3

others if you wish to take or post

to use the accounts of others, even .
photos or videos of them.

if you know their password.




Keep passwords both for my email
and other programs, including social
media safe & secured, and not share
them with others.

Open links coming from trusted
sources only.

Maintaining privacy and not
displaying personal information.

Make sure to put the right suitable
photos on the sites that are available
to everyone to access.

HOW DO | PROTECT MYSELF

FROM CYBER BULLYING?

Keep my photos in a safe place, and
not share them with others.

Setting a strong password, which has
characteristics that are either long and
easy, or short and complex, and to
ensure that the password is different
from one program to another and that |
change it every 3 months.

Activate the 2-step verification on all
social networks.

Not to add people you don't know on
your social media accounts.



STEPS TO FOLLOW IN THE EVENT OF
EXPOSURE TO CYBER BULLYING

IGNORE ABUSIVE RESPONSES AND MESSAGES.

SPEAK IN AN AMICABLE MANNER IN THE EVENT OF CONTINUED
HARASSMENT, IT IS PERHAPS BEST TO TALK TO THE BULLY WITH

AN AMICABLE MANNER, IT IS POSSIBLE THAT THE BULLY ONLY NEEDS
TO GET HIS ATTENTION, AND THEN STOP THE BULLYING.

2 BLOCK ACCOUNTS THAT OFFEND YOU.

SPEAK FIRMLY IF THE BULLYING DOES NOT STOP, YOU SHOULD TALK
4 TO THE BULLY IN A STRICT MANNER AND INFORM HIM/HER THAT THEY
MUST STOP DOING THIS BEHAVIOR.

IF THE BULLY CONTINUES TO HARASS YOU, SCREEN SHOT AND REPORT

5 THE OFFENSIVE ACCOUNTS BY ASKING FOR HELP FROM THE TEACHER,
ACADEMIC AND PROFESSIONAL COUNSELOR / SOCIAL WORKER OR ANY
PERSON FROM THE SCHOOL STAFF OR YOUR PARENTS.

IFIT IS DIFFICULT FOR YOU TO COMMUNICATE WITH ALL THE ABOVE, DO NOT HESITATE
TO CONTACT THE CHILD PROTECTION UNIT IN THE MINISTRY OF EDUCATION BY
E-MAIL: CPU@MOE.GOV.AE - PHONE: 042176666




YOU CAN NOW ACTIVATE THE 2-STEP VERIFICATION

FEATURE THROUGH THE FOLLOWING:

CHOOSE SETTINGS FROM THE MENU. 1

THEN CHOOSE ACCOUNT.

PRESS ON TWO-STEP VERIFICATION
, THEN CHOOSE “ENABLE”.
TO SECURE A 4 ENTER A 6-DIGIT PIN. % % % % % %
WHATSAPP ACCOUNT ~

FROM HACKING:

THEN PRESS “ACTIVATE”
s
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@ CHOOSE SETTINGS FROM THE MENU. 1

CONFIRM YOUR PHONE NUMBER TO RECEIVE AN
AMS WITH VERIFICATION CODE.

PRESS LOGIN VERIFICATION.
TO SECURE A .
SNAPCHAT ACCOUNT YOU WILL RECEIVE AN SMS WITH THE 4
FROM HACKING: VERIFICATION CODE.

ENTER THE VERIFICATION CODE TO ACTIVATE
THE TWO-FACTOR AUTHENTICATOR.




TO SECUREA
INSTAGRANM ACCOUNT — ~
FROM HACKING:

CHOOSE SETTING FROM THE MENU. 1

PRESS (TWO FACTOR AUTHENTICATION).

ACTIVATE THE (TWO FACTOR
AUTHENTICATION)
ENTER YOUR PHONE NUMBER.

} YOU WILL RECEIVE SMS WITH THE 5
SECURITY CODE.

ENTER THE SECURITY CODE TO ACTIVATE
THE TWO FACTOR AUTHENTICATION FEATURE.



& PRESS ON THE PROFILE ICON. 1
CHOOSE SETTING AND PRIVACY.
A

X THEN CHOOSE ACCOUNT 3
G‘ PRESS ON SECURITY. 4

ACTIVATE LOGIN VERIFICATION
FEATURE, AND PRESS OK.

O

TO SECURE A
TWITTER ACCOUNT
FROM HACKING:

>

ENTER THE CODE TO ACTIVATE THE LOGIN

VERIFICATION FEATURE.




STEPS THAT HELP THE PARENTS
TO REACH A SAFE LEARNING
ENVIRONMENT FOR THEIR CHILDREN

FROM CYBERBULLYING




THE PARENT'S ROLE IN MAINTAINING A SAFE

EDUCATIONAL ENVIRONMENT FREE FROM CYBER BULLYING

= Instructing children to properly use electronic devices and social media, and the
ways to protect their devices.

= Close unused accounts for your children.

= Educate your children about the correct methods that they should follow if they
are subjected to cyberbullying.

= Having a close relationship with your children makes them, in the event of being
exposed to cyber bullying, seek your guidance and help.

= Make sure to follow your children and keep an eye on them, not to surveil them as
the children’'s sense of observation makes them lose their self-confidence.

= Encourage your children to activate self-monitoring, so that they avoid
cyberbullying on their own.

= Make sure to choose electronic games that are appropriate for your children's age

= Monitor your children during the use of electronic games and while entering.
social media platforms, making sure that they do not communicate with
strangers.

= Activate parental control for your kids ’electronic devices.



ACTIVATING THE PARENTAL CONTROL
FEATURE IN ELECTRONIC DEVICES

GO TO SCREEN TIME
OPTION.

l CHOOSE OPTION 2

( THIS MY CHILD PHONE ).

CHOOSE THE APPS THAT
YOU WANT TO ACTIVATE

CLICK ON CONTENT AND
PRIVACY.

CHOOSE SETTINGS

‘ FROM PHONE OPTIONS.

ACTIVATE FEATURE

o‘ THEN CLICK CONTINUE.

SETSTARTTIME AND
"0 ENDTIME.

CREATE A PASSWORD FOR
THE GUARDIAN

)
v




ACTIVATE PARENTAL CONTROL ON
ELECTRONIC GAMES

DOWNLOAD NINTENDO

YOU CAN SET THE TIME FOR
SWITCH APP.

/" PLAYING FOR YOUR KIDS.

:
'0 THE EVENT THAT THE CHILD DOES

THROUGH THE APPLICATION YOU CAN NOT ADHERE TO THE SET TIME FOR
PLAY YOU CAN STOP THE GAME BY

ALSO SPECIFY HOURS PLAY ACCORDING
TO THE DAYS OF THE WEEK. FORCING IT BY PRESSING SUSPEND
SOFTWARE.

YOU CAN ALSO SET LIMITS ON THE TYPE
OF GAMES THAT ARE APPROPRIATE FOR >
THE AGES OF YOUR CHILDREN.

AGE



STEPS THAT HELP THE SCHOOLS
TO REACH A SAFE LEARNING
ENVIRONMENT
FROM CYBERBULLYING




THE SCHOOL'S ROLE IN MAINTAINING A

SAFE EDUCATIONAL ENVIRONMENT FREE FROM
CYBERBULLYING

= ACTIVATING THE STUDENT BEHAVIOR MANAGEMENT REGULATIONS.
= IMPLEMENTATION OF VARIOUS AWARENESS PROGRAMS
REGARDING CYBERBULLYING.
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