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Security measures

Security measures (also called cybersecurity) are physical and digital methods
used to protect electronic devices and information from harm, theft, and
unauthorised use. Security measures are important as networked computers
can render information vulnerable to threats. Some threats you should already
know about are:

O]

© ©® ©

phishing
hacking
spyware

data interception

Physical security measures

Physical measures are used to stop someone accessing devices or information
in person. Some physical security measures include:

®

O]
O]
O]

locks
safe boxes
alarm systems

surveillance systems

Locks

Locks can be used to stop a person from accessing a
device or server room where devices are stored. They are
often used in combination with doors, fences, gates and %MG‘ .V
walls. Some modern locks use 1D cards or biometrics e
such as facial recognition or fingerprint scans which
are more secure than traditional locks that use keys or
codes.
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Unit &: Networks and the Internet and Project

Safe boxes

Safe boxes can be used to stop someone accessing a backup
drive or portable device. They can be used to store digital backup
drives away from the network and hard copies of information.
Similarly, to door locks they can be used to stop someone
accessing a device or information in person.

Alarm systems

Alarm systems can stop someone accessing a device or
information in person. Modern alarm systems will alert
%‘ the property owner in the event of unauthorised access.
These systems often also work as a deterrent for those
who may want to attempt to gain unauthorised access.

Surveillance systems

® Surveillance systems often work alongside alarm systems.
They can monitor an area for intruders who wish to access
information without permission. The surveillance system
can include cameras or security personnel who patrol an
area. If an intruder is found, the alarm system is switched
on.

A logbook can also be used to monitor who enters and
leaves the area.
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Digital security measures

Digital measures are used to stop someone accessing devices or information
electronically. Some digital security measures include:

® passwords
® antivirus software

® firewall software

Passwords

Passwords can help to stop unauthorised authorised access to devices, networks
and accounts. They are a digital way of proving who you are. A good password
will meet the following requirements:

® an English uppercase character (A-Z).
® an English lowercase character (a-2).
& ® anumber (0-9) and/or symbol (such as !, #, or %). ®

® eight or more characters in total.

For passwords to work effectively you must not share them with others and
remember to lock devices and log out of accounts when you are not using them.
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Unit 4: Networks and the Internet and Project

Anti-virus software

Anti-virus software can help to stop viruses and
malware getting onto your device. This software works
by inspecting device files and files downloaded from a
network. The software will compare each file to known
viruses and remove or quarantine any suspicious files
that are identified. Though anti-virus software is very
effective it can only identify known viruses, so it is important to update the
software regularly.

Firewall software

Firewalls can help to stop someone hacking your computer or network. Firewalls
monitor network traffic and decides whether to allow or block specific traffic
based on a set of security rules. Firewalls are often used to create a barrier
between trusted local area networks and untrusted outside networks, such as
@® the Internet. | ®
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Encryption ‘

What is encryption?

Ahmed has come up with a new entrepreneurial idea.
He wants to send it to his friends using the internet to
get feedback. He is worried about hackers stealing his
idea, so Ahmed uses an encrypted software to send the
information.

This means that the information is converted into a
format that is not readable for anybody who tries to
steal it. Only the people who have a key can convert the
code back to its original format.

& Remember ]

Encryption is a process of converting normal data into an unreadable form.
It is normally done by the sender of information.

Decryption is a method of converting the unreadable/coded data into its
original form. It is normally done by the receiver of information.

© Plaintext is the original message format

© Ciphertext is the converted message format

®

Cryptographic key is the method used to lock (encrypt) data so that only
the person with the correct key can unlock (decrypt) it
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