


Chapter 1

Networks and the internet

In this chapter, you will study computer networks and network
security. In computer networks, you will learn about basic
networking devices like routers, switches, and servers. You will
learn their functions, and understand their usage. Moreover,
you will learn about the different network topologies and the
need for network addressing. In security, you will learn the
different measures taken to protect a network and their impact
on network usability and security. You will also learn about
malware and how sensitive data are affected by malware and
other attacks.

This chapter is organised as follows. Section 1 covers computer
networks. This section covers various networking devices,
networking topologies, protocols and addressing. Section 2
focuses on networking security and cybersecurity measures
taken to protect a system. This section also covers the impact
of security measures in terms of usability and security. It also
discusses malware and how it affects sensitive data.
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Section 1: Computer networks
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In section 1, you will learn about networking devices like routers, switches, and servers.
You will learn the use of networking devices and their various functions. You will also
gain an understanding of network topology, protocols, and network addressing.

Learning outcomes
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» Explain the relationship between routers, switches, servers, topology, protocols
and addressing.

» Implement networks using a range of hardware, topologies, protocols and
addressing.

Prior knowledge
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» Computer science
» Basics networking and network connections
» Devices used in networking

» |P addressing and protocols

My STREAM focus
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Key vocabulary
L
WORD MEANING
two or more computers that are linked in order
network

to share resources

PICTURE

refers to how various devices, and connections

Network Topologies
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network

topology |on your network are physically or logically| = Mehmess A ology
arranged in relation to each other m\"ﬁ)@
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set of rules that determine how data is
protocol [transmitted between different devices in the

network
address

unique identifier for a device on a network
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What is a network?
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The network is important to interact with devices or people to exchange information
and develop professional and social contacts. The term ‘network’ refers to a group of
two or more similar things or individuals that are interconnected together.

The following are a few examples of networks in our everyday lives.

Social hetwork Mobile network

Airline network

Network of computers Bank network

Figure 1.1.1: Networks
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Computer networks
W
A computer network is an interconnection among two or more computers or computing
devices. When the devices are connected, data and other resources, such as printers,
computers, and laptops, are shared. The network is connected using wires like cables
or wireless using WIFI.
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For example, observe the computer lab at your school. This is a basic network that
connects a few computers, printers, laptops in the lab. One printer in the lab can be

shared with all through a network.
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Figure 1.1.2: Computer networks

I Types of networks

There are various types of computer networks. Some are connected wirelessly, while
others are connected through wires. The connection is within a single room to the
millions of computers spread across the globe. These networks are categorised based
on the geographical area covered and data transfer rate from one device to another.

The different types of networks are:
» PAN (Personal Area Network)
» LAN (Local Area Network)
» MAN (Metropolitan Area Network)
» WAN (Wide Area Network)

L]
c
.0
]
(8]
Q
(72}

|
u Chapter1

uaysiiqnd aya jo Supum uy uoissiwad Joud Inoyim sueaw Aue Aq 1o w0y Aue u paliwsues) J0 WalsAs [eAd13a) B Ul paJols ‘paonpoudal aq Aew 5004 siy1 4o 1ed ON "pantasal sIYSL ||y



All rights reserved. No part of this book may be reproduced, stored in a retieval system or transmitted in any form or by any means without prior permission in writing of the publisher.

WAN

Wide Area Network
Reti geografiche

MAN

Metropolitan
Area Network
Reti metropolitane

m

v Local Area Network

Reti locali
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Figure 1.1.3: Types of computer networks

LAN (Local Area Network)

Alocal area network (LAN) is a network thatis geographically limited to a single building
or location. The organisation owns and maintains the LANSs.

Examples include networks at schools, colleges, universities, small businesses, small
organisations, and homes.

Figure 1.1.4: Local Area Network
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WAN (Wide Area Network)

A wide area network (WAN) spreads over a wide geographical area. It can spread across
a country or even the world. WAN connects more than one site.

Examples include banks, which are connected to more than one branch, using a WAN.
The WAN connects the main headquarters to the sub-offices and branches, allowing
them to communicate and share data. Telephone infrastructures or wireless transmission
are used for communication. Each office or branch has its own LAN to which the WAN
connects. Another example of a WAN connection is the internet.

Wide Area Network

Sharjah

@ LAN

Figure 1.1.5: Wide Area Network

MAN (Metropolitan Area Network)

An extended form of LAN is the Metropolitan Area Network (MAN). It covers a larger
geographical area like a city or a town.

Examples include cable TV networks or cable-based broadband internet services.

Metro Area Network

Figure 1.1.6: Metropolitan Area Network
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PAN (Personal Area Network)

Personal devices like computers, laptops, mobile phones, smartphones, and printers
are connected to form a Personal Area Network. A personal area network may be wired
or wireless.

Examples of wired PAN include using USB to connect a mobile phone to a laptop. On
the other hand, using Bluetooth technology to connect two smartphones is a form of a
wireless PAN.
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