
Cyber Security

Cycle 3 – Grade 12



Chapter overview
In this chapter, you will learn about security in computing systems 
and networks. You will learn about cyber attacks and the different 
types of cyber attacks. You will also study the different ways to 
prevent cyber attacks. You will be able to differentiate between 
active and passive attacks. You will also learn the different types 
of malicious attacks on a network. You will be introduced to ethical 
hacking and the CIA triad in security. Finally, you will learn ethics and 
data privacy in cyber security.

This chapter is organised as follows. Section 1 will introduce you to 
cyber security and the different types of cyber attacks, including 
active and passive. You will learn what is ethical hacking and what 
are the security threats in mobile environments. Section 2 focuses 
on cyber safety and how to prevent cyber attacks. You will study the 
CIA triad and its significance in security. Section 3 will introduce you 
to cyber security ethics and data privacy in networks. 

Chapter 1
Security
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•	 Show the different types of cyber attacks.
•	 Illustrate the lifecycle of ethical hacking.
•	 Compare types of malicious software.
•	 Differentiate between passive and active attacks.
•	 Categorise mobile security threats.

Section 1 : Network security and types of attacks

This section will introduce cyber attacks and different types of cyber attacks. This will be 
followed by discussing the different stages in the lifecycle of ethical hacking. You will learn about 
the different types of malicious software. You will also learn about passive and active attacks 
and how to distinguish between them. Finally, you will learn about the various types of mobile 
security threats.

Aim

Learning outcomes

My STREAM Focus

•	 Computer Science 
•	 Networking

Prior knowledge 
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WORD MEANING PICTURE

cyber security

practice of protecting systems, 
networks, and programs from digital 
attacks

cyber attack

harmful and purposeful attempt by 
an individual or organisation to enter 
another person’s or organisation’s 
information system

ethical hacking
hackers who are legally permitted to 
break into certain computer systems to 
find flaws

malicious 
software

also called malware, is an intrusive 
software that is designed to damage 
and destroy computers and computer 
systems

Key vocabulary
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Complete activities 1.1.1 and 1.1.2 in your workbook.

Information or data produced or stored by electronic or digital means are called electronic or 
digital information. Electronic information is connected as a network and has become an integral 
part of humans’ daily lives. All types of organisations like educational institutions, hospitals and 
financial companies use this network to operate effectively by collecting, processing, storing, 
and sharing digital information. As more digital information is collected and exchanged, the 
security of this data becomes increasingly important for national security and economic stability.

The levels of data protection are as follows:
• Personal level
• Organisation level 
• Government level

Cyber security is a process to protect individuals, organisations, and governments from 
digital attacks. In this process the networked systems and data are protected from attackers. 
Cybercriminals are individuals or groups of individuals who use technology to commit 
destructive, illegal activities. These activities are referred to as cyber attacks, and they are 
performed on digital systems or networks with the intention to disable computers and steal 
sensitive data. Cybercriminals can also use a breached computer system to start additional 
attacks and damages at the personal, organisational, or governmental level. Any criminal 
activity that involves a computer, networked device or a network is called cybercrime. A cyber 
threat is a successful cyber attack that can come from within an organisation by trusted users 
or from remote locations by unknown parties. Threats are always present and can be purposeful 
or undirected. For example, hackers purposefully threaten unprotected information systems in 
an organisation. Vulnerability is a weakness or fault in a system or protection mechanism that 
opens it to attack or damage—for example, a flaw in a software package or an unprotected 
system port. Consider an unlocked door at home. If the door is unlocked or has a broken lock, 
that certainly compromise the security of everything inside the room. Issues like these increase 
the risk of a system.

Cyber security

Figure 1.1.1 
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Individuals or groups who attempt to exploit the vulnerability for personal or financial advantage 
are known as attackers. Credit cards, product designs, and anything else of value are targets 
for attackers. Attacks can be originated from within (internal) an organisation or from outside 
(external) of the organisation. 

Attackers are categorised as:
• Amateurs
• Hackers
• Organised hackers

Figure 1.1.2 

Figure 1.1.3 : Different cyber attackers

Types of attackers
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Note:

UAE Cyber Privacy
Article 21:
It is also illegal to invade someone’s privacy by:

• Eavesdropping, recording, transferring conversations  communications, or materials
• Photographing others
• Publishing news, photos comments, or information even if true and correct.

It is essential to think carefully before acting online. Below are a few actions that may result in legal 
implications according to UAE’s cybercrime law:

• Sharing and posting photographs and media: be careful before posting images that include other 
  people without their consent. This is a criminal offence that breaches other people’s privacy.
• Privacy and confidentiality: disclosing private or confidential information about an individual or 
  organization without consent can result in legal implications.
• Offensive emoticons and emojis: Refrain from using culturally offensive emojis in social media 
  conversations. This can result in serious complaints from the recipient even if it was intended as  
  a joke.
• Defamation: or ruining an individual’s reputation by sharing content that provokes public 
disapproval or contempt is a strict criminal offence.

• Immoral, offensive content that shakes social cohesion: any content that is “inconsistent with 
public morals and good conduct including content that is un-Islamic, blasphemous, lewd, that 
encourages sinful activity, or that is aimed at corrupting minors, etc.” can have legal implications.

• Hacking and Malicious codes: “UAE TRA monitors online content available and prohibits content 
for hacking and malicious codes, Internet content providing unlicensed VoIP services and other 
illegal Internet content.”
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Note:

Strict penalties against cybercrimes in the UAE:

• “Those caught gaining access to a website, network or system without authorization are to 
be imprisoned and fined at least Dh50,000, but fines can go as high as Dh1 million if personal 
information is stolen or deleted.”

• “Those caught using technology to invade someone else’s privacy - which can even include 
eavesdropping, copying photos or publishing news - can be jailed for six months and face fines 
of between Dh150,000 and Dh300,000.”

• “The most severe penalty - five years in jail and a Dh3 million fine - is reserved for those who run 
malicious software that causes a network or IT system to stop functioning ‘or results in 
crashing, deletion, omission, destruction and alteration of the program, system, website, data or 
information’.”

• “Additionally, the law stipulates various penalties for a number of other cybercrimes, including 
insulting religions and their rituals, slandering public officials, forging electronic official 
documents, sending or re-publishing pornographic materials, reproducing credit or debit card 
data, and obtaining secret pin codes or passwords”

Right to block online content: “Licensed service providers (Du and Etisalat) can also block online 
content if required and subsequent to complaints of abuse or defamation, authorities can take 
legal action against those running the sites after verifying the validity and seriousness of the 
complaint.”
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Security tools and applications

Internet security is a major concern around the world. As a result, many tools are available to network 
users to protect the devices from attacks and help remove malware from infected machines. Some of the 
security tools and applications used in securing a network are briefly described in the table.

Table 1.2.1

Security Tool or Application Description

Firewall A security tool that controls traffic to and from a network.

Patches and updates
Software that is applied to an OS or application to correct a known 
security vulnerability or add functionality.

Virus protection
Anti-virus software is installed on an end-user workstation or server to 
detect and remove viruses, worms, and Trojan horses from files and 
email.

Spyware protection
Anti-spyware software is installed on an end-user workstation to 
detect and remove spyware and adware.

Spam blocker
Software is installed on an end-user workstation or server to identify 
and remove unwanted emails.

Pop-up blocker
Software is installed on an end-user workstation to prevent pop-up 
and pop-under advertisement windows from displaying.

Example for patches and updates

A threat actor gains access to hosts or networks through software vulnerabilities. It is important 
to keep software applications up-to-date with the latest security patches and updates to help 
deter threats. 

- A patch is a small piece of code that fixes a specific problem. 
- An update includes additional functionality to the software package as well as patches for 
specific issues.

Figure 1.2.14 : Patch and update
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Windows 10 Update Settings

OS and application vendors continuously provide updates and security patches that can correct 
known vulnerabilities in the software. Operating systems offer an automatic update feature that 
allows OS and application updates to be automatically downloaded and installed on a host.

Figure 1.2.15 : Windows update settings

Complete activities 1.2.4 and 1.2.5 in your workbook.
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Student reflection

List three things you have learned and two things you have enjoyed.

Three things I have learned:

1-

2-

3-

Two things I have enjoyed:

1-

2-

Learning outcome
Key skills

(Please tick the box to show your understanding 
of the skills below).

I do not 
understand.

I understand.
I am an 
expert.

Apply cyber-safety rules.
 I can identify Internet safety rules to 
build awareness of possible internet 
dangers.

Identify the different 
categories of cyber-
security.

I can identify the 5 main types of 
cyber security including critical 
infrastructure security, application 
security, network security, cloud 
security, and IoT security.

Demonstrate 
confidentiality, integrity 
and availability (CIA) Triad.

I can identify the information security 
goals in an organisation.

Discuss the techniques 
used to prevent cyber 
attacks.

I can identify and report suspicious 
cyber events.

I can explore intrusion detection and 
prevention.

Teacher’s comment:



S
e

ctio
n

 3

59
Copyright © Ministry of Education – United Arab Emirates

C
hap

te
r 1

•	 Illustrate the legal and ethical issues that shape computing practices.
•	 Explain the privacy concerns related to the collection and generation of data.

Section 3 : Cyber security ethics

This section will introduce you to cyber security ethics. You will learn the legal and ethical issues 
that are involved in cyber attacks. You will also learn about data privacy and how data privacy is 
a concern when data is collected or generated in real-time.

Aim

Learning outcomes

My STREAM Focus

•	 Computer Science 
•	 Networking

Prior knowledge 

WORD MEANING PICTURE

cyber ethics
set of moral rules or a code of behaviour 
applied by online users to the online 
environment

Key vocabulary
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Ethics is the study of what is right or wrong in human conduct. To understand ethics, you need to know 
the difference between ethics and morals. 

Ethics
- Ethics are the guiding principles that help the individual or group decide what is good or bad.
- Ethics are generally uniform.
- Ethics are abstract.
- Ethics has got the freedom to think.
- Some ethical principles are with lessons such as ‘Do not take what does not belong to you’ and ‘Do not 
harm others’.

	 > Be truthfulness
	 > Be honest
	 > Be reliable
	 > Respect all
	 > Be Fair
	 > Integrity

An example of an unethical act:
Saif lost his science book. He finds Abdul’s book in the school corridor. Saif decides to keep the book for 
himself without handing it to school’s lost and found department. 

Ethics

Figure 1.3.1: Ethics
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An example of an immoral act:

Khadeja shares personal information with Reem, asking her to keep the secret confidential to herself. 
Reem ignored Khadeja’s request and shared her personal information with Amal. 

- Morals are the beliefs of the individual or group as to what is right or wrong.
- Morals may differ from society to society and culture to culture.
- Morals are expressed in the form of general rules and statements.
- Morals have got no freedom to think.
- Some moral principles are:
	 > Do not cheat
	 > Be loyal
	 > Be patient
	 > Always tell the truth
	 > Be generous

‘Cyber ethics’ refers to the code of responsible behaviour on the internet. Now that you have learned 
about ethics as a responsible act in everyday life, you should act responsibly in the cyber world as well. 

Morals 

Cyber ethics

Figure 1.3.2: Moral

Figure 1.3.3: Cyber ethics
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As a responsible cyber user, you should follow the following cyber ethics.

	 >  Do not use someone else's password.
	 >  Do not use rude or offensive language.
	 >  Do not cyberbully.
	 >  Do not copy information from the internet and claim it as your own. This is plagiarism.
	 >  Do not break into someone else's computer.
	 >  Do not attempt to infect someone else’s computers. 
	 >  Do not damage someone else's computer to make it unusable.
	 > Strictly follow the copyright restrictions when downloading material from the internet that 
	    includes software, games, movies, or music.

Data privacy, often known as information privacy, is a component of information technology (IT) that 
deals with an organisation's or an individual's ability to decide which data in a computer system can be 
shared with third parties/public.

Data privacy

Figure 1.3.4: Data privacy
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Wrong things can happen when data that should be kept private falls into the wrong hands.
•	 A data breach at a government agency, for example, may provide attackers access to top-secret 

material. A data breach at a company can put confidential information in the hands of a competitor.
•	 A school security breach might put kids' personal information in the hands of attackers who could use 

it to commit identity theft.
•	 Personal health information can fall into the wrong hands if a hospital or doctor's office suffers a data 

breach.

Why is data privacy important?

Figure 1.3.5: Paper shredding

Protecting personal data

Government organisations and businesses invest millions of dollars each year to help protect their data. 
But average consumers like the common people cannot spend that amount of money on protecting their 
personal data. However, the following suggestions can help individuals protect their personal data. 

• Use strong, unique passwords for all of your online accounts.
• Use the security options provided by email services. For example, when using Gmail, you can send 
   attachments with confidential mode ‘on’ to protect the information so that thieves cannot steal your mail.
• Shred documents that include receipts, bank and credit card statements, that contain personal 
   information before discarding.
• Secure your home Wi-Fi network and other devices so that criminals cannot ‘eavesdrop’ on your online 
   activity.
• Do not share your personal information if someone asks. Investigate why and for what purpose that 
   person needs your personal information.
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Note:

Steps to send attachments with confidential mode using the email service Gmail.
1. On your computer, go to Gmail.
2. Click Compose.
3. Click Attach.
4. Choose the files you want to upload.
5. In the bottom right of the window, click Turn on confidential mode Turn on confidential mode.
6. Set an expiration date and passcode. 
7. If you choose ‘No SMS passcode,’ recipients using the Gmail app will be able to open it directly. 
   Recipients who don't use Gmail will get emailed a passcode.
8. If you choose ‘SMS passcode,’ recipients will get a passcode by text message. Make sure you 
    enter the recipient's phone number, not your own.
9. Click Save.

In recent years, social media users' concerns about 
their privacy have increased. Data breaches have 
shocked many users. In fact, this is forcing social 
media users to reconsider their social network 
interactions and the security of their personal 
information. 

 

Social media privacy issues

Figure 1.3.6: Social media
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Figure 1.3.8: Privacy setting

Botnet attacks

Whenever a new term is used in social media, the social media bots try to create posts or automatically 
follow new people. A botnet is a network made up of a huge number of bots. Bots and botnets are widely 
used on social media to steal data, spread spam, and execute distributed denial-of-service (DDoS) 
assaults that aid cybercriminals in gaining access to people's devices and networks.

Complete activity 1.3.1 in your workbook.

As technology advancements have enhanced data collection and surveillance capabilities, governments 
around the world have begun to pass rules governing what data can be gathered on users, how that data 
can be used, and how that data should be stored and safeguarded.

The following are some essential regulatory privacy frameworks to be aware of:

1. U.A.E data office
The Personal Data Protection Law constitutes an integrated framework to ensure the confidentiality of 
the information and protect the privacy of individuals in the U.A.E. The UAE Data Office acts as the federal 
data regulator in the UAE. The office which is affiliated with the UAE Cabinet is responsible for:

• preparing policies and legislations related to data protection.
• proposing and approving the standards for monitoring Personal Data Protection Law.
• preparing systems for complaints and grievances related to data.
• issuing guidelines and instructions for the implementation of the law.

Protecting data and privacy online
U.A.E Federal Law No. 5 of 2012 on combatting cybercrimes makes it illegal to disclose any information 
obtained by electronic means if such information was obtained in an unauthorised manner.

Laws governing data privacy
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- Article 21 of the law makes one liable if he uses an electronic information system or any information 
technology means for offending another person or for attacking or invading his privacy.

- Article 22 of the same law makes one liable if uses without authorisation, any computer network, 
website or information technology means to disclose confidential information which he has obtained 
in the course of or because of his work. 

2. General Data Protection Regulation (GDPR) regulates how the personal data of European Union (EU) 
data subjects, meaning individuals, can be collected, stored, and processed, and gives data subjects 
rights to control their personal data.

3. National data protection laws regulate countries, such as Canada, Japan, Australia, Singapore, and 
others, to have comprehensive data protection laws in some form. Some, like Brazil's General Law for the 
Protection of Personal Data and the UK's Data Protection Act, are quite similar to the GDPR.

4. California Consumer Privacy Act (CCPA) regulates how consumers can be made aware of what 
personal data is collected and gives consumers control over their personal data, including a right to tell 
organisations not to sell their personal data.
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Student reflection

List three things you have learned and two things you have enjoyed.

Three things I have learned:

1-

2-

3-

Two things I have enjoyed:

1-

2-

Learning outcome
Key skills

(Please tick the box to show your understanding 
of the skills below).

I do not 
understand.

I understand.
I am an 
expert.

Illustrate the legal and 
ethical issues that shape 
computing practices.

I can discuss the important ethical 
issues in cyber-security.

I can identify ethical best practices in 
cyber-security.

Explain the privacy 
concerns related to the 
collection and generation 
of data.

I can discuss privacy concerns 
caused by data collection such 
as social media sites mining and 
surveillance videos.

Teacher’s comment:






