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Introduction:

o

Why focus on
cyber bullying:

Cyber bullying exists during the face-
to-face learning and in distance
learning. However, we do not deny that
cyberbullying increases during distance
learning due to the time a student
spends on electronic devices, and that
the channels available for

distance learning can be used

by the student as a tool for
cyberbullying. Therefore, it was
decided to create a guide on
cyberbullying that a counselor

can use during the distance learning
period and get benefit from it during the
period of face-to-face learning.

Under the patronage of Her Highness Sheikha Fatima bint Mubarak

«Mother of the Emirates» President of the General Women>s Union, . We attach to you a poster for cyber NN
the Supreme President of the Family Development Foundation, which you can post it in the school:
President of the Supreme Council for Motherhood and Childhood.
Ministry of Education with the cooperation of the Supreme

- We attach to you a “Commitment Agreement’

form to a student tofill in, to agree that he will not
Council for Motherhood and Childhood and other Federal and be exposed to other classmate by cyberbullying.

local institutions organize the National Bullying Prevention Week,

entitled “Together Flourish. The week includes several events .

by schools and participants in the National Committee for the
Prevention of Bullying, aimed to raise awareness among students,
parents and staff in educational institutions and society as a whole
about the subject of bullying, how to prevent it, and taking the

right actions in case it happens. The National School Environment
Prevention Week is held every year in November and is penetrated
with World Child>s Day, November 20th.



https://drive.google.com/file/d/1vYFBv7IwTiITWf5B69OqbHSnjX45v5aN/view
https://bit.ly/2TX2OQN

Kindergarten

The first activity

The student realizes the concept of cyber bullying. 30 minutes
The distinction between cyber-abuse

and cyberbullying.

The student acquires the skills in defending

himself and others.

The student's ability to distinguish between

desirable and unwanted behaviors.

At the end of this activity the student will be able to:

To behave correctly in case heisa bully, a victim, or a spectator of cyber bullying.

Required tools:

Internet. White board Projector. Computer. Printed sheets
with pens. with pictures of
different types
of electronic
devices

types of electronic devices Y

—_

Video:
° The counselor shows the video to the students.

Questions for discussion with students by the counselor:

Important note: When asking students, you should open the video for each question again.

The counselor starts by asking the students first what electronic devices they use at home orin
school? The counselor listens to the answers, and then the students put the images of the devices on
the whiteboard. The counselor then asks students how to use these devices in a safe way? He receives
different answers from students. Next, the counselor explains the correct definition of cyber bullying in
a way thatis appropriate to the kindergarten stage. Cyber bullying is is an intentional abusive behavior
of a person who targets a person over the Internet using electronic devices such as computers,
smartphones, and tablets by sending a true or false comment or sharing a picture of the victim with

the aim of: insulting, or humiliating, or /and extortion, or /and intimidation, Or / and harassment. Cyber
bullying is different from other types of bullying, as it is often from one person to several people, and
the impact of cyber bullying on the victim is frequent so that he receives several negative comments

because of a single image. As for cyber abuse, it is one person at once.

(Here to clarify the correct behavior that the victim of cyber bullying must take.) The counselor listens
to the views of the students first, and then emphasizes that the student should try to deter the bully, by
ignoring him at first and if he continues to do so, He talks to him friendly, and then talk to himina firmly
way if he continues. If the bully continues to bully after using all previous methods, the student must

inform a person close to him from the counselor, teacher, parent, or older brothers.

(Here to clarify the correct behavior that the bystander must take for cyberbullying.) The bystander is
the one who watches the situation of bullying, but often does not interfere with the situation or try to
stop it. Often because he does not know what to do, or he is afraid that bullies will be exposed to him,
or that he feels weak and that he cannot help. Here we must make it clear to the student that if you are
a bystander on a cyber-bullying situation, you are strong and can do something, not to be a bystander
but a upstander by interfering with the situation in a positive way . for example, in Hessa situation, as a
bystander you have to inform the bully to stop or to tell the teacher, counselor or social worker in the
school what Hessa is suffering and you can encourage Hessa to talk to a close person (teacher/parent/
counselor)about what she suffers, and support her by telling her positive things about herself like you

are strong and you are wonderful to make her happy and more confidence.

Tell me about it. When the student talks about the situation he has been exposed to, the teacher asks
other students in class to think about the appropriate solutions to the situation that their colleague has

been exposed to, and writes the solutions on the white board as a brainstorming.


https://www.youtube.com/watch?v=Lxus-0crCCU&feature=youtu.be
https://drive.google.com/file/d/1nWXnljgplb2FgiY_O0R05y6eW30x6gmC/view

Kindergarten

The second activity

. ‘ Three Steps to Prevent and Respond to Cyber Bullying
ldentify the three steps to prevent and respond 20 minutes

to cyberbullying.

Three simple words include the correct procedures that must be followed in cases of cyber bullying

At the end Of this activity the student will be able to: by the bully, victim, and bystander.The explanation below to help the counselor to understand the three steps
of prevention and respond to cyberbullying, as a counselor, you must explain it in a way that understandable
Take the right actions for the three steps to prevent and respond to cyber bullying. for the kindergarten age.

« Stop (addressed to the bully) which means:
Required tools:

e‘

1) If you are being cyberbullied, talk to someone close to you, such as your parents, one of your brothers,

1) The bully should stop and think well before he sends any bad and harmful comments to anyone, and
before he photographs his classmate and posts his pictures to make fun of him.

2) Not to do what he does not like anyone to do it for him, such as posting bad comments, taking
pictures of others, and posting them to make fun about others.

3) The bully should recognize that there are many websites, online games, and social media programs,
which have strict rules for cyberbullying. Once the bully has been reported, those responsible for those

sites take certain actions that may lead to expulsion or block from the site.

teachers, or counselors at the school.
2) Make sure that most sites, games and social media sites have a reporting feature, to report If you are

Note: If the activity is performed during face-to-face learning, the game is displayed by the being cyberbullied, if you do not know how to do this ask someone close to you such as your parents,

counselor on the Projector, the students solve the game with the counselor, or the activity teacher or counselor at the school.

3) If there is no counselor in the school, and it is difficult for you to contact with a close person at the

is performed in the computer’s room on order that each student can play individually. If the ) ) ) o )
school, contact the Child Protection Unit at the Ministry of Education 80085

activity is performed during distance learning, the game link will be sent to all students on

distance learning. After playing the game by the students, the counselor must make sure that * Support (addressed to the bystander):

everyone has completed with correct answers by showing to all of them the correct answers 1) If you see a situation of cyberbullying happening to another person, report this abuse electronically
with explaining the reasons. through the reporting feature, and if you do not know how, ask a close person a counselor, teacher or
parent.

2) Support the victim of cyber bullying, by posting a positive comment for him that makes him happy.
- The counselor tests the students recognition of the three-step concept through the following game.
The game link is attached. Game Link


https://wordwall.net/play/4813/708/423

The first activity

The student's recognition of the concept 30 minutes
of cyber bullying.

The distinction between cyber-abuse and cyber bullying.

The student acquires skills in defending

himself and others.

The student's ability to distinguish between desirable

and unwanted behaviors

At the end of this activity the student will be able to:

To behave correctly in case heisa bully, a victim, or a spectator of cyber bullying.

Required tools:

Internet. White board Projector. Computer.
with pens.

Video:
° The counselor presents the video to students

Questions for discussion with students by the counselor:

Important note: When asking students, you should open the video for each question again.

The counselor starts by asking the students first what electronic devices they use at home or school?
The counselor listens to the answers, and then the students attach the images of the devices
mentioned on the whiteboard. The counselor then asks students how to use these devices in a safe
way? He receives different answers from students. Next, the counselor explains the correct definition
of cyber bullying in a way that is appropriate to the kindergarten stage. Cyber bullyingis an intentional
abusive behavior of a person who targets a person over the Internet using electronic devices such

as computers, smartphones, and tablets by sending a true or false comment or sharing a picture of
the victim with the aim of: insulting, or humiliating, or /and extortion, or /and intimidation, Or /and
harassment. Cyber bullying is different from other types of bullying, as it is often from one person to
several people, and the impact of cyberbullying on the victim is frequent so that he receives several
negative comments because of a single image. As for cyber abuse, it is one person at once.

The counselor shows the video to the students

(Here to clarify the correct behavior that the victim of cyberbullying must take.) The counselor listens
to the students) opinions first, and then emphasizes that the student should try to deter the bully by
ignoring him at first and if he continues to do so, he will delete him from the game or program. If he
continues, he speaks to him friendly and then speaks to him in a firm way if he continues. If the bully
continues after using all previous methods, the student must inform a person close to him such as the
counselor, the teacher, the parent, or older brothers.

(Here to clarify the correct behavior that the bystander must take for cyberbullying.) The bystander is
the one who watches the situation of bullying but often does not interfere with the situation or try to
stop it. Often because he does not know what to do, or he is afraid that bullies will be exposed to him,

or that he feels weak and that he cannot help. Here we must make it clear to the student that if you are

a bystander on cyberbully situation you are strong and can do something, not to be a bystander but to
be upstander by interfering in the situation that happened with Saif to inform the bully in the game to
stop or to tell the teacher in the school what Saif is suffering, and you can also encourage Saif to talk to a
close person (teacher/parent/ counselor), and support him by speaking positively like you are brave and
you are strong to make him happy and more self-confidence.

Tell me about it. When the student talks about the situation he has been exposed to, the teacher asks
other students in class to think about the appropriate solutions to the situation that their colleague has

been exposed to, and writes the solutions on the white board as a brainstorming.


https://www.youtube.com/watch?v=Ljgvjb2IoKs&feature=youtu.be

The second activity

ldentify the three steps to prevent and respond 20 minutes
to cyber bullying.
|dentify to the student about the relationship between

cyberbullying and the Student Code of Conduct.

At the end of this activity the student will be able to:
Take the right actions for the three steps to prevent and respond to cyber bullying.

Required tools:

6‘

Internet. Projector. Computer.

Note: If the activity is performed during face-to-face learning, the game is displayed by the
counselor on the Projector, the students solve the game with the counselor, or the activity

is performed in the computer’s room on order that each student can play individually. If the
activity is performed during distance learning, the game link will be sent to all students on
distance learning. After playing the game by the students, the counselor must make sure that
everyone has completed with correct answers by showing to all of them the correct answers
with explaining the reasons.

Three Steps to Prevent and Respond to Cyber Bullying

Three simple words include the correct procedures that must be followed in cases of cyber bullying by the bully,

victim, and bystander. The explanation below to help the counselor to understand the three steps of prevention

and respond to cyberbullying, as a counselor, you must explain it in a way that understandable for the cycle | age.

« Stop (addressed to the bully) which means:

1) The bully should stop and think well before he sends any bad and harmful comments to anyone, and
before he photographs his classmate and posts his pictures to make fun of him.

2) Not to do what he does not like anyone to do it for him, such as posting bad comments, taking
pictures of others, and posting them to make fun about others.

3) The bully should recognize that there are many websites, online games, and social media programs,
which have strict rules for cyberbullying. Once the bully has been reported, those responsible for those
sites take certain actions that may lead to expulsion or block from the site.

4) Degrees are deducted from the behavior of the bully according to Student Code of Conduct, and

it may reach the dismissal from school. A student conduct at school is considered one of the basic
subjects that reflect the student's achievement in ethical terms and is treated like the rest of the
subjects in passing and failing. See attachment. The counselor should identify statements in the code
that related to cyberbullying and share them with students. Note: The Student Code of Conduct applies
to students from grade 3to 12.

Student Code of Conduct U,

Student Code of Conduct
Distance learning ,


https://www.moe.gov.ae/Ar/Legislation/Documents/851.pdf
https://www.moe.gov.ae/Ar/Legislation/Documents/%D8%A7%D9%84%D8%AA%D8%B9%D9%84%D9%85_%D8%B9%D9%86_%D8%A8%D8%B9%D8%AF_%D8%A7%D8%AF%D8%A7%D8%B1%D8%A9_%D8%B3%D9%84%D9%88%D9%83_%D8%A7%D9%84%D8%B7%D9%84%D8%A8%D8%A9_2020.pdf

1) If you are being cyberbullied, talk to someone close to you, such as your parents, one of your brothers,
teachers, or counselors at the school.

2) Make sure that most sites, games and social media sites have a reporting feature, to report If you are
being cyberbullied, if you do not know how to do this ask someone close to you such as your parents,
teacher or counselor at the school.

3) If there is no counselor in the school, and it is difficult for you to contact with a close person at the
Jelglele]

1) If you see a situation of cyberbullying happening to another person, report this abuse electronically
through the reporting feature, and if you do not know how, ask a close person a counselor, teacher

or parent.

2) Support the victim of cyber bullying, by posting a positive comment for him that makes him happy.
- The counselor tests the students recognition of the three-step concept through the following game.
The game link is attached

The first activity

The studentss recognition of the concept of 30 minutes
cyber bullying.

The student acquires the skills of defending

himself and others.

The studentss ability to distinguish between

desirable and unwanted behaviors

At the end of this activity the student will be able to:

To behave correctly in case he isa bully, a victim, or a spectator of cyber bullying.

Required tools:

Internet. White board Projector. Computer. Printed sheets
with pens. with pictures of
different types
of electronic
devices

types of electronic devices O

—

Video:
° The counselor presents the video to students


https://www.youtube.com/watch?v=clXIwqUOQtY&feature=youtu.be
https://drive.google.com/file/d/1nWXnljgplb2FgiY_O0R05y6eW30x6gmC/view
https://wordwall.net/play/4813/519/177

Questions for discussion with students by the counselor:

The counselor discusses with students their concept of cyber bullying after watching the video

shown. The counselor then provides students with the correct definition of cyber bullying, whichisan
intentional abusive behavior of a person who targets a person over the Internet using electronic devices
such as computers, smartphones, and tablets by sending a true or false commment or sharing a picture
of the victim with the aim of: insulting, or humiliating, or /and extortion, or / and intimidation, Or /and
harassment. Cyber bullying is different from other types of bullying, as it is often from one person to
several people, and the impact of cyberbullying on the victim is frequent so that he receives several
negative comments because of a single image. As for cyber abuse, it is one person at once.

(Here to clarify the correct behavior that the victim of cyber bullying must take.) The counselor listens
to the students) opinions first, and then emphasizes that the student should try to deter the bully by
ignoring him at first and if he continues to do so, he will delete him from the game or program. If he
continues, he speaks to him friendly and then speaks to him firmly if he continues. If the bully continues
to bully after using all previous methods, the student must inform a person close to him as the
counselor, teacher, parent, or older brothers.

(Here to clarify the correct behavior that the bystander must take for cyberbullying.) The bystander is
the one who watches the situation of bullying but often does not interfere with the situation or try to
stop it. Often because he does not know what to do, or he is afraid that bullies will be exposed to him,
or that he feels weak and that he cannot help. Here we must make it clear to the student that if you are
a bystander on a cyberbullying situation, you are strong and can do something, not to be a bystander
but to be upstander. In Hamad ‘s situation, you have to tell the bully to stop or to tell the teacher, the
counselor or social worker at the school or the supervisor of the bus about what Hamad is suffering,
and you can also encourage Hamad to talk to a close person (teacher/parent/counselor), and support
him by talking to him with positive words like you are brave and strong to make him happy and more
self-confidence like you are brave and strong.

Tell me about it. When the student talks about the situation he has been exposed to, the teacher asks
other students in class to think about the appropriate solutions to the situation that their colleague has

been exposed to, and writes the solutions on the white board as a brainstorming.

The second activity

Identify the three steps to prevent and respond 20 minutes
to cyber bullying.
ldentify to the student about the relationship between

cyberbullying and the Student Code of Conduct

At the end of this activity the student will be able to:
To take the right actions for the three steps to prevent and respond to cyber bullying.

- ldentify to the student about the relationship between cyberbullying and the Student
Code of Conduct

Required tools:

Internet. Projector. Computer.

Note: If the activity is performed during face-to-face learning, the game is displayed by the
counselor on the Projector, the students solve the game with the counselor, or the activity

is performed in the computer’'s room on order that each student can play individually. If the
activity is performed during distance learning, the game link will be sent to all students on
distance learning. After playing the game by the students, the counselor must make sure that
everyone has completed with correct answers by showing to all of them the correct answers
with explaining the reasons.



Speak

Three Steps to Prevent and Respond to Cyber Bullying

Three simple words include the correct procedures that must be followed in cases of cyber bullying by the bully,

victim, and bystander. The explanation below to help the counselor to understand the three steps of prevention

and respond to cyberbullying, as a counselor, you must explain it in a way that understandable for the cycle 2 age.

« Stop (addressed to the bully) which means:

1) The bully should stop and think well before he sends any bad and harmful comments to anyone, and
before he photographs his classmate and posts his pictures to make fun of him.

2) Not to do what he does not like anyone to do it for him, such as posting bad comments, taking
pictures of others, and posting them to make fun about others.

3) The bully should recognize that there are many websites, online games, and social media programs,
which have strict rules for cyberbullying. Once the bully has been reported, those responsible for those
sites take certain actions that may lead to expulsion or block from the site.

4) Degrees are deducted from the behavior of the bully according to Student Code of Conduct, and

it may reach the dismissal from school. A student conduct at school is considered one of the basic
subjects that reflect the student's achievement in ethical terms and is treated like the rest of the
subjects in passing and failing. See attachment. The counselor should identify statements in the code
that related to cyberbullying and share them with students.

Student Code of Conduct ¥,

Student Code of Conduct
Distance learning U,

1) If you are being cyberbullied, talk to someone close to you, such as your parents, one of your brothers,
teachers, or counselors at the school.

2) Make sure that most sites, games and social media sites have a reporting feature, to report If you are
being cyberbullied, if you do not know how to do this ask someone close to you such as your parents,
teacher or counselor at the school.

3) If there is no counselor in the school, and it is difficult for you to contact with a close person at the
school,

) If you see a situation of cyberbullying happening to another person, report this abuse electronically
through the reporting feature, and if you do not know how, ask a close person a counselor, teacher or
parent.

2) Support the victim of cyber bullying, by posting a positive comment for him that makes him happy.

‘ —



https://quizizz.com/join?gc=20417328
https://www.moe.gov.ae/Ar/Legislation/Documents/851.pdf
https://www.moe.gov.ae/Ar/Legislation/Documents/%D8%A7%D9%84%D8%AA%D8%B9%D9%84%D9%85_%D8%B9%D9%86_%D8%A8%D8%B9%D8%AF_%D8%A7%D8%AF%D8%A7%D8%B1%D8%A9_%D8%B3%D9%84%D9%88%D9%83_%D8%A7%D9%84%D8%B7%D9%84%D8%A8%D8%A9_2020.pdf

Activity One
(Discussion Circle)

Introducing cyberbullying. 30 minutes
Defining the forms of cyberbullying.

Awareness of ways to prevent cyberbullying.

Educating the student about general steps to

confront cyberbullying by the victim.

At the end of this activity the student will be able to:
Take the right actions in the situation of being a victim of cyberbullying.

Protect oneself from cyberbullying.

Required tools:

Internet. White board Projector. Computer. Colored sheets

with pens cutinto squares
’ according to

the number of
studentsinthe
class
(2 for each color).

Colors of sheets attached I,

Video
The counselor sits in a circle with the students and shows the video.

Questions for discussion:

After watching the video, the counselor discusses with the students what the concept of cyberbullying
means for them. Then the counselor provides students with the correct definition of cyberbullying,
which is an intentional abusive behavior of a person who targets a person over the internet using
electronic devices such as computers, smartphones, and tablets by sending a true or false comment
or sharing a picture of the victim with the aim of: insulting, or humiliating, or /and extortion, or /and
intimidation, Or /and harassment Cyberbullying differs from other types of bullying, as it is often from
one person to several people, and the effect of cyberbullying on the victim is frequent as he receives
several negative comments because of one picture. As for electronic abuse, it is from one person for
one time only.

Students give multiple examples of cyberbullying, and the counselor must discuss the examples with
the students and explain whether the examples are correct and related to cyberbullying. An example
that the counselor could mention is when a student repeatedly put a bad comment on the pictures of
one of his classmates to make fun of him.

Keep passwords both for my email and other programs, including social media safe & secured, and
not share them with others. 2) Open links coming from trusted sources only. 3) Maintaining privacy and
not displaying personal information.4) Make sure to put the right suitable photos on the sites that are
available to everyone to access.5) Keep my photos in a safe place, and not share them with others.6)
Setting a strong password, which has characteristics that are either long and easy, or short and complex,
and to ensure that the password is different from one program to another and that | change it every 3
months7).8) Not to add people you do not know on your social media accounts. 9)Activate the 2-step
verication on all social networks

2 O 0 ¥

Click on the icon


https://www.youtube.com/watch?v=xhcpqmn01hA&feature=youtu.be
https://www.youtube.com/watch?v=Ft_BON6WO4c
https://www.youtube.com/watch?v=Bshy0KtTO2M


https://www.youtube.com/watch?v=6JiNuiKhwfk
https://www.youtube.com/watch?v=6rBasZczTYw


https://drive.google.com/file/d/1VORld9dAYcTD6tUF-tXsHcDYUdwYrWJ0/view

The second activity

Objective @

ldentify the three steps to prevent and respond 20 minutes

to cyber bullying.

At the end of this activity the student will be able to:
Take the right actions for the three steps to prevent and respond to cyber bullying.

Identify to the student about the relationship between cyberbullying and the Student
Code of Conduct

Required tools:

Sticky tape. Whiteboard scissors Magnet
with pens. in the attached

Print the phrases

word document.
(sentences)

Sentences §,

Note: If the activity is performed during face-to-face learning, the game is displayed by the
counselor on the Projector, the students solve the game with the counselor, or the activity

is performed in the computer’s room on order that each student can play individually. If the
activity is performed during distance learning, the game link will be sent to all students on
distance learning. After playing the game by the students, the counselor must make sure that
everyone has completed with correct answers by showing to all of them the correct answers
with explaining the reasons.

Three Steps to Prevent and Respond to Cyber Bullying

The counselor explains the three steps to students by drawing table on the whiteboard divided into three
sections: Stop (the bully), talk (the victim), and Stop (the bystander). The counselor cuts the phrases attached
to this word document. and each student picks up a sentence and attaches it below the word that he thinks falls
under it. Then the counselor discusses with the students the meaning of each word. The explanation below is to
help the counselor understand the three steps to prevent and respond to cyberbullying, so that he explainsitin
the appropriate way for students.

o Stop (addressed to the bully) which means:

1) The bully should stop and think well before he sends any bad and harmful comments to anyone, and
before he photographs his classmate and posts his pictures to make fun of him.

2) Not to do what he does not like anyone to do it for him, such as posting bad comments, taking
pictures of others, and posting them to make fun about others.

3) The bully should recognize that there are many websites, online games, and social media programs,
which have strict rules for cyberbullying. Once the bully has been reported, those responsible for those
sites take certain actions that may lead to expulsion or block from the site.

4) Degrees are deducted from the behavior of the bully according to Student code of conduct, and

it may reach the dismissal from school. A student conduct at school is considered one of the basic
subjects that reflect the student>s achievement in ethical terms and is treated like the rest of the
subjects in passing and failing. See attachment. The counselor should identify statements in the code
that related to cyberbullying and share them with students.

Student Code of Conduct U,

Student Code of Conduct
Distance learning ¢,


https://drive.google.com/file/d/1U3MyNfSHJZ-KcZCeChESzKOangqD0XoW/view
https://www.moe.gov.ae/Ar/Legislation/Documents/851.pdf
https://www.moe.gov.ae/Ar/Legislation/Documents/%D8%A7%D9%84%D8%AA%D8%B9%D9%84%D9%85_%D8%B9%D9%86_%D8%A8%D8%B9%D8%AF_%D8%A7%D8%AF%D8%A7%D8%B1%D8%A9_%D8%B3%D9%84%D9%88%D9%83_%D8%A7%D9%84%D8%B7%D9%84%D8%A8%D8%A9_2020.pdf

1) If you are being cyberbullied, talk to someone close to you, such as your parents, one of your brothers,
teachers, or counselors at the school.

2) Make sure that most sites, games and social media sites have a reporting feature, to report If you are
being cyberbullied, if you do not know how to do this ask someone close to you such as your parents,
teacher or counselor at the school.

3) If there is no counselor in the school, and it is difficult for you to contact with a close person at the
Jelglele]

) If you see a situation of cyberbullying happening to another person, report this abuse electronically
through the reporting feature, and if you do not know how, ask a close person a counselor,
teacher or parent.

2) Support the victim of cyber bullying, by posting a positive comment for him that makes him happy.

Higher Education

Activity One
(Discussion Circle)

Introducing cyberbullying. 30 minutes
Defining the forms of cyberbullying.

Awareness of ways to prevent cyberbullying.

Educating the student about general steps to

confront cyberbullying by the victim.

At the end of this activity the student will be able to:
Take the right actions in the situation of being a victim of cyberbullying.

Protect oneself from cyberbullying.

Required tools:

Internet. White board Projector. Computer. Colored sheets

with pens cutinto squares
) according to

the number of
studentsin the
class
(2for each color).

Colors of sheets attached



https://quizizz.com/join/quiz/5f794b6f9c6894001faf55d6/start?studentShare=true
https://drive.google.com/file/d/1VORld9dAYcTD6tUF-tXsHcDYUdwYrWJ0/view

Video Higher Education

The counselor sits in a circle with the students and shows the video.

Activity two
Questions for discussion: (Discussion Circle)

What is the definition of cyberbullying? After watching the video, the counselor discusses with the

students what the concept of cyberbullying means for them. Then the counselor provides students Learn about the three steps to prevent 20 minutes
with the correct definition of cyberbullying, which is an intentional abusive behavior of a person who
targets a person over the internet using electronic devices such as computers, smartphones, and
tablets by sending a true or false commment or sharing a picture of the victim with the aim of: insulting,
or humiliating, or / and extortion, or / and intimidation , Or / and harassment .Cyberbullying differs from At the end of this activity the student will be able to:

other types of bullying, as it is often from one person to several people, and the effect of cyberbullying To behave correctly in case he is a bully, a victim, or a spectator of cyber bullying.
on thevictim is frequent as he receives several negative comments because of one picture. As for
electronic abuse, it is from one person for one time only.

and respond to cyberbullying.

Required tools:

Students give multiple examples of cyberbullying, and the counselor must discuss the examples with
the students and explain whether the examples are correct and related to cyberbullying. An example
that the counselor could mention is when a student repeatedly put a bad comment on the pictures of
one of his classmates to make fun of him.

1Keep passwords both for my email and other programs, including social media safe & secured, and Projector. Computer.
not share them with others. 2) Open links coming from trusted sources only. 3) Maintaining privacy and
not displaying personal information.4) Make sure to put the right suitable photos on the sites that are
available to everyone to access.5) Keep my photos in a safe place, and not share them with others.6)
Setting a strong password, which has characteristics that are either long and easy, or short and complex,
and to ensure that the password is different from one program to another and that | change it every 3
months7).8) Not to add people you do not know on your social media accounts. 9)Activate the 2-step
verication on all social networks

2 O 0¥

Click on the icon



https://www.youtube.com/watch?v=xhcpqmn01hA&feature=youtu.be
https://www.youtube.com/watch?v=Ft_BON6WO4c
https://www.youtube.com/watch?v=Bshy0KtTO2M


https://www.youtube.com/watch?v=6JiNuiKhwfk
https://www.youtube.com/watch?v=6rBasZczTYw



Three Steps to Prevent and Respond to Cyber Bullying

Three simple words include the correct procedures that must be followed in cases of cyber bullying by the
bully, victim, and bystander. The counselor explains the three steps to students using the attached PowerPoint
document. (Three steps to prevent and respond to cyberbullying)

(Three steps to prevent and respond to cyberbullying) 3.

The explanation below helps the counselor to understand the three steps of prevention and response to
cyberbullying, and to explain it in an appropriate way to students.

« Stop (addressed to the bully) which means:

1) The bully should stop and think well before he sends any bad and harmful comments to anyone, and
before he photographs his classmate and posts his pictures to make fun of him.

2) Not to do what he does not like anyone to do it for him, such as posting bad comments, taking
pictures of others, and posting them to make fun about others.

3) The bully should recognize that there are many websites, online games, and social media programs,
which have strict rules for cyberbullying. Once the bully has been reported, those responsible for those
sites take certain actions that may lead to expulsion or block from the site

« Speak (addressed to the victim):

1) If you are being cyberbullied, talk to someone close to you, such as your parents, one of your brothers,
teachers, or counselors at the school.

2) Make sure that most sites, games and social media sites have a reporting feature, to report If you are
being cyberbullied, if you do not know how to do this ask someone close to you such as your parents,
teacher or counselor at the school.

3) If there is no counselor in the school, and it is difficult for you to contact with a close person at the
school, contact the Child Protection Unit at the Ministry of Education 80085

o Support (addressed to the bystander):

1) If you see a situation of cyberbullying happening to another person, report this abuse electronically
through the reporting feature, and if you do not know how, ask a close person a counselor,

teacher or parent.

2) Support the victim of cyber bullying, by posting a positive comment for him that makes him happy.

Teachers / administrators

Activity one
(Discussion Circle)

Introducing cyberbullying. 40 minutes
Defining the forms of cyberbullying.

Distinguish between electronic abuse and cyberbullying.

Awareness of ways to prevent cyberbullying.

Awareness of the general steps taken to confront

cyberbullying by the victim.

Learn about the three steps for prevention and response

to cyberbullying.

|dentify to the student about the relationship between

cyberbullying and the Student Code of Conduct

Required tools:

Projector. Computer. Internet.

Video:
° The counselor displays the video.



https://www.youtube.com/watch?v=xhcpqmn01hA&feature=youtu.be
https://drive.google.com/file/d/1Ef8XRXCd6xWdWoHdzREG7ZFSWvWF1YTe/view

Questions for discussion:

The counselor discusses with the teachers their concept of cyberbullying after watching the video.
Then the counsellor provides students with the correct definition of cyberbullying, which is an
intentional abusive behavior of a person who targets a person over the internet using electronic devices
such as computers, smartphones, and tablets by sending a true or false commment or sharing a picture
of the victim with the aim of: insulting, or humiliating, or /and extortion, or / and intimidation, Or/

and harassment. Cyberbullying differs from other types of bullying, as it is often from one person to
several people, and the effect of cyberbullying on the victim is frequent as he receives several negative
comments because of one picture. As for electronic abuse, it is from one person and for one time.

The counselor discusses with the teachers / administrators that the target could be you or any student.

The general steps taken for cyberbullying by the victim that are shown in the video will be applied or the
three steps for prevention and respond to bullying that will be discussed in the second activity.three steps
for prevention and respond to bullying that will be discussed in the second activity.

The counselor listens to the teachers ‘opinions, and then says: My message to you, teacher or
administrator in the school, take care of the student and be sure that everyone in the school is
responsible for the student’s security. And feel proud when a student ask helps from you, this means
that you are trusted by the students. As a teacher, you should intervene in such cases, stop the

bully from doing it, and remind the victim of bullying of the three steps to prevent and address the
cyberbullying to the counselor.

Speak

Three Steps to Prevent and Respond to Cyber Bullying

Three simple words include the correct procedures that must be followed in cases of cyber bullying by the
bully, victim, and bystander. The counselor explains the three steps to students using the attached PowerPoint
document. (Three steps to prevent and respond to cyberbullying)

(Three steps to prevent and respond to cyberbullying) &

The explanation below helps the counselor to understand the three steps of prevention and response to
cyberbullying, and to explain it in an appropriate way to students.

o Stop (addressed to the bully) which means:

1) The bully should stop and think well before he sends any bad and harmful comments to anyone, and
before he photographs his classmate and posts his pictures to make fun of him.

2) Not to do what he does not like anyone to do it for him, such as posting bad comments, taking
pictures of others, and posting them to make fun about others.

3) The bully should recognize that there are many websites, online games, and social media programs,
which have strict rules for cyberbullying. Once the bully has been reported, those responsible for those
sites take certain actions that may lead to expulsion or block from the site. -

4) Degrees are deducted from the behavior of the bully according to Student code of conduct, and

it may reach the dismissal from school. A student conduct at school is considered one of the basic
subjects that reflect the student>s achievement in ethical terms and is treated like the rest of the
subjects in passing and failing. See attachment. The counselor should identify statements in the code
that related to cyberbullying and share them with students.

» Stop (addressed to the bully) which means:

1) If you are being cyberbullied, talk to someone close to you, such as your parents, one of your brothers,
teachers, or counselors at the school.

2) Make sure that most sites, games and social media sites have a reporting feature, to report If you are
being cyberbullied, if you do not know how to do this ask someone close to you such as your parents,
teacher or counselor at the school.

3) If there is no counselor in the school, and it is difficult for you to contact with a close person at the
school, contact the Child Protection Unit at the Ministry of Education 80085.



https://drive.google.com/file/d/1Ef8XRXCd6xWdWoHdzREG7ZFSWvWF1YTe/view

Bus drivers and supervisors

1) If you see a situation of cyberbullying happening to another person, report this abuse electronically
through the reporting feature, and if you do not know how, ask a close person a counselor,

teacher or parent.

2) Support the victim of cyber bullying, by posting a positive comment for him that makes him happy. The first activity

‘ @ y Identifying for the bus drivers and supervisors of 30 minutes

their role in deterring cyberbullying.
Identify for the bus supervisors and drivers with correct

Click on theicon
intervention methods in cases of cyberbullying.

Required tools:

Projector. Computer. Internet.

Video:
° The counselor displays the video.


https://www.youtube.com/watch?v=Ft_BON6WO4c
https://www.youtube.com/watch?v=Bshy0KtTO2M


https://www.youtube.com/watch?v=6JiNuiKhwfk
https://www.youtube.com/watch?v=6rBasZczTYw


https://www.youtube.com/watch?v=clXIwqUOQtY&feature=youtu.be

Questions for discussion:

The counselor listens to different opinions. Then he explains that they must do the following:
1. The intervention should be carried out to separate students from each other in the event of
a manual tangle.

2. Change the places where students sit, separating them from each other, and make the
student who is being bullied sit in the front close to you.

3.Upon arrival at the school, the school administration must be informed of that.

The counselor listens to different opinions. And then he explains that they must inform the
school administration about that, without resorting to interfering and taking the phone from the
student so that there is no clash with the students that hinders their safe sitting on the bus.

Remember well that the responsibility for the student’s security on the bus rests with you, and
reporting such cases is through you before others, so do not underestimate situations that you
think are simple and may be repeated for a long time, and that have left an impact on student
psychological and his desire to come to school.

The counselor confirms that the role of bus drivers and supervisors is to report all cases of
bullying, not just cyberbullying.

The first activity

Objective @

Introducing cyberbullying.

Distinguish between online abuse and cyberbullying.
Awareness of cyberbullying.

Awareness of ways to prevent cyberbullying.

Educating parents about the general steps to confront

cyberbullying by the victim, so that he teaches his son.

How to activate the parental control feature.

Required tools:

Projector. Computer. Internet.

Video:
° The counselor displays the video.

30 minutes



https://www.youtube.com/watch?v=xhcpqmn01hA&feature=youtu.be

Questions for discussion:

The counselor discusses with parents their concept of cyberbullying after they watch the video. ACtiVity Two
Then the counselor explains to parents the correct definition of cyberbullying, which is an intentional
abusive behavior of a person who targets a person over the internet using electronic devices such

as computers, smartphones, and tablets by sending a true or false comment or sharing a picture

of the victim with the aim of:llnsu!tlng, or humiliating, or /and ext.ortlonf gr/and intimidation, Or/
and harassment. Cyberbullying differs from other types of bullying, as it is often from one person to

several people, and the effect of cyberbullying on the victim is frequent as he receives several negative

comments because of one picture. As for electronic abuse, it is from one person to one time. Learnabout the three steps to preventand respond 20 minutes

to cyberbullying.

Making parents aware of the relationship between

The counselor shares with parents the most important methods of protection from cyberbullying,
which are found in the following attachment (the PowerPoint) cyberbullying and the Student Code of Conduct

The counselor asks the parents of their knowledge of this feature. After listening to the parents) opinions, he Requ ired tools:
explains that the parental control feature provides the opportunity for the parent to control his childrenss
devices and take a detailed report on how they use their devices.

Projector. Computer. Internet.



https://www.youtube.com/watch?v=tvD5SbiX-sw 
https://www.youtube.com/watch?v=FUBdaien5eU 


https://bit.ly/3fMemkb

Speak

Three Steps to Prevent and Respond to Cyber Bullying

Three simple words include the correct procedures that must be followed in cases of cyber bullying by the
bully, victim, and bystander. The counselor explains the three steps to parents using the attached PowerPoint
document. (Three steps to prevent and respond to cyberbullying)

(Three steps to prevent and respond to cyberbullying) &

The explanation below is to help the counselor understand the three steps for prevention and response to
cyberbullying, so that he can explain it in an appropriate way to parents.

o Stop (addressed to the bully) which means:

1) The bully should stop and think well before he sends any bad and harmful comments to anyone, and
before he photographs his classmate and posts his pictures to make fun of him.

2) Not to do what he does not like anyone to do it for him, such as posting bad comments, taking
pictures of others, and posting them to make fun about others.

3) The bully should recognize that there are many websites, online games, and social media programs,
which have strict rules for cyberbullying. Once the bully has been reported, those responsible for those
sites take certain actions that may lead to expulsion or block from the site. 4) Degrees are deducted
from the behavior of the bully according to Student code of conduct, and it may reach the dismissal
from school. A student conduct at school is considered one of the basic subjects that reflect the
student's achievement in ethical terms and is treated like the rest of the subjects in passing and failing.
See attachment. The counselor should identify statements in the code that related to cyberbullying
and share them with students.

Student Code of Conduct ¥,

Student Code of Conduct
Distance learning ,

1) If you are being cyberbullied, talk to someone close to you, such as your parents, one of your brothers,
teachers, or counselors at the school.

2) Make sure that most sites, games and social media sites have a reporting feature, to report If you are
being cyberbullied, if you do not know how to do this ask someone close to you such as your parents,
teacher or counselor at the school.

3) If there is no counselor in the school, and it is difficult for you to contact with a close person at the
school, contact the Child Protection Unit at the Ministry of Education 80085

1) If you see a situation of cyberbullying happening to another person, report this abuse electronically
through the reporting feature, and if you do not know how, ask a close person a counselor,

teacher or parent.

2) Support the victim of cyber bullying, by posting a positive comment for him that makes him happy.


https://www.moe.gov.ae/Ar/Legislation/Documents/851.pdf
https://bit.ly/2CbEuVS
https://drive.google.com/file/d/1_qvzXwvbKlVaFIDCNbmeV7XJW9DB68wE/view?usp=sharing

References and Sources

https://www.youtube.com/channel/UCw-07eJSfVyujgV4Kwd4_Hg

https://www.anti-bullyingalliance.org.uk/tools-information/all-about-bullying/online-bullying/

stop-speak-support-focus-online-bullying



https://www.youtube.com/channel/UCw-o7eJSfVyujgV4Kwd4_Hg
https://www.anti-bullyingalliance.org.uk/tools-information/all-about-bullying/online-bullying/stop-speak-support-focus-online-bullying
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